
The following shows the edits I made to convert a summary of the HIPAA Privacy Rule from the 

Department of Health and Human Services website into the scope section of a “thought-

experiment Privacy Rule” that could apply to other types of personal information (tentatively 

defined as data about a person's location, commercial transactions, or viewing habits."). 

 

* * * * * 

 

The Privacy Rule protects all "individually identifiable health personal information" held or 

transmitted by a covered entity or its business associate, in any form or media, whether 

electronic, paper, or oral. The Privacy Rule calls this information "protected health personal 

information (PPPHI)." 

 

“Individually identifiable health personal information” is information, including demographic 

data, that relates to: 

 

    the individual’s past, present or future physical location , or mental health or condition, 

    the individual’s purchase of any product or service from any commercial entity, whether 

online or by physical exchange [wrong term]provision of health care to the individual, 

   the individual’s access to any digital content through any consumer device [computer, TV, 

phone, etc.] or 

    the past, present, or future payment for any of the foregoingthe provision of health care to the 

individual, 

 

and that identifies the individual or for which there is a reasonable basis to believe it can be used 

to identify the individual.  Individually identifiable health personal information includes many 

common identifiers (e.g., name, address, birth date, Social Security Number, email address, 

phone number, MAC address, etc.).  

 

The Privacy Rule excludes from protected health personal information employment records that 

a covered entity maintains in its capacity as an employer and education and certain other records 

subject to, or defined in, the Family Educational Rights and Privacy Act, 20 U.S.C. §1232g.  

 

De-Identified of Personal Health Information. There are no restrictions on the use or disclosure 

of de-identified health personal information.  De-identified health personal information neither 

identifies nor provides a reasonable basis to identify an individual. There are two ways to de-

identify information; either: (1) a formal determination by a qualified statistician; or (2) the 

removal of specified identifiers of the individual and of the individual’s relatives, household 

members, and employers is required, and is adequate only if the covered entity has no actual 

knowledge that the remaining information could be used to identify the individual. 

 

Footnotes omitted. 

 

 

 

Ray Campbell, March 2, 2013 


